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ABSTRACT
TRACK THE PLANET: A WEB-SCALE ANALYSIS OF HOW ONLINE

BEHAVIORAL ADVERTISING VIOLATES SOCIAL NORMS

Timothy Libert

Dr. Victor Pickard

Various forms of media have long been supported by advertising as part of a
broader social agreement in which the public gains access to monetarily free or
subsidized content in exchange for paying attention to advertising. In print- and
broadcast-oriented media distribution systems, advertisers relied on broad audience
demographics of various publications and programs in order to target their offers
to the appropriate groups of people. The shift to distributing media on the World
Wide Web has vastly altered the underlying dynamic by which advertisements are
targeted. Rather than rely on imprecise demographics, the online behavioral adver-
tising (OBA) industry has developed a system by which individuals’ web browsing
histories are covertly surveilled in order that their product preferences may be de-
duced from their online behavior. Due to a failure of regulation, Internet users
have virtually no means to control such surveillance, and it contravenes a host of
well-established social norms.

This dissertation explores the ways in which the recent emergence of OBA has

come into conflict with these societal norms. Rather than a mere process for tar-
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geting messages, OBA represents a profound shift in the underlying balance of
power within society. This power balance is embedded in an information asymme-
try which gives corporations and governments significantly more knowledge of, and
power over, citizens than vice-versa. Companies do not provide the public with an
accounting of their techniques or the scale at which they operate.

In order to shed light on corporate behavior in the OBA sector, two new tools
were developed for this dissertation: webXray and policyXray. webXray is the
most powerful tool available for attributing the flow of user data on websites to the
companies which receive and process it. policyXray is the first, and currently only,
tool capable of auditing website privacy policies in order to evaluate disclosure of
data transfers to specific parties. Both tools are highly resource efficient, allowing
them to analyze millions of data flows and operate at a scale which is normally
reserved for the companies collecting data. In short, these tools rectify the existing
information asymmetry between the OBA industry and the public by leveraging
the tools of mass surveillance for socially-beneficial ends.

The research presented herein allows many specific existing social-normative
concerns to be explored using empirical data in a way which was not previously
possible. The impact of OBA on three main areas is investigated: regulatory norms,
medical privacy norms, and norms related to the utility of the press. Through an
examination of data flows on one million websites, and policies on 200,000 more, it

is found in the area of regulatory norms that well-established Fair Information Prac-



tice Principles are severely undermined by the self-regulatory “notice and choice”
paradigm. In the area of informational norms related to personal health, an anal-
ysis of data flows on 80,000 pages related to 2,000 medical conditions reveals that
user health concerns are shared with a number of commercial parties, virtually
no policies exist to restrict or regulate the practice, and users are at risk of em-
barrassment and discrimination. Finally, an analysis of 250,000 pages drawn from
5,000 U.S.-based media outlets demonstrates that core values of an independent
and trustworthy press are undermined by commercial surveillance and centralized
revenue systems. This surveillance may also transfer data to government entities,
potentially resulting in chilling effects which compromise the ability of the press to
serve as a check on power.

The findings of this dissertation make it clear that current approaches to regu-
lating OBA based on “notice and choice” have failed. The underlying “choice” of
OBA is to sacrifice core social values in favor of increased profitability for primarily
U.S.-based advertising firms. Therefore, new regulatory approaches based on mass
surveillance of corporate, rather than user, behaviors must be pursued. Only by
resolving the information asymmetry between the public, private corporations, and

the state may social norms be respected in the online environment.
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Chapter 1

Introduction

“A wonderful fact to reflect upon, that every human creature is consti-
tuted to be that profound secret and mystery to every other. A solemn
consideration, when I enter a great city by night, that every one of those
darkly clustered houses encloses its own secret; that every room in ev-
ery one of them encloses its own secret; that every beating heart in the
hundreds of thousands of breasts there, is, in some of its imaginings, a

secret to the heart nearest it!” (Dickens, 1859)

In the passage above, a traveller in Charles Dickens’ 1859 classic A Tale of Two
Clities reflects on the “wonderful fact” that all people are in some way an enigma
unto themselves, unknown even to those closest to them. It is impossible for the
traveller to peer into the “darkly clustered houses”, and the lives of the inhabitants

are forever a mystery to him. However, the “beating hearts of hundreds of thousands



of breasts” are now laid bare before the billions of websites which permeate all
sectors of society and the economy. These websites harbor a massive surveillance
infrastructure which has denuded the landscape of secrets and undermined a wide
range of privacy norms which predate Dicken’s novel by millennia.

When a bedroom door is closed today, the occupant may be physically alone,
but she or he is often connected to vast swaths of humanity via the World Wide
Web. In its short history, the web has rapidly evolved from an interactive hypertext
media into a container media which has become the primary conduit for the delivery
of not only text, but images, music, television, film, games, as well as augmented
and virtual realities. While the rise of mobile devices is sometimes viewed as a turn
away from the web, in reality the most popular applications contain web browser
functionality and are often built on web infrastructure. The web has become so
ubiquitous that any distinctions between the “offline” and “online” worlds have
become essentially meaningless as nearly all media and communication is subsumed
into Hypertext Transfer Protocol (HTTP) traffic.

As traditional forms of media have moved to the web, they have adapted to new
technological and economic dynamics, the biggest of which is a fundamental shift
in the relationship between publishers and media consumers. Whereas broadcast
and print media operated primarily as a means for one-way communication, the
web offers a means for audiences to communicate with each other and with media

providers. Some of these communications are visible, as when a user shares a social



media post with friends or posts a comment on a newspaper article. However, the
vast majority of user communications take the form of low-level network traffic
which is typically hidden from view. Such traffic reveals the IP addresses, browser
information, and cookies of a user visiting a website, allowing them to be identified
and tracked. Whereas the operator of a radio or television station has no means
of verifying who, if anybody, is listening or watching, the owner of a website may
know ezactly who is visiting.

Traditional media have depended on advertising revenue for much of their his-
tory. In the one-to-many communication model, advertisements are tailored for
specific audiences only to the degree that certain publications or programs are
know to be popular with certain groups, such as young men, sports fans, or re-
tirees. The best means of measuring the potential impact of such advertisements is
sales volume and brand awareness. While there are a host of substantive objections
to the commercialization of media, there are few, if any, major privacy objections.
Dicken’s vision of rooms enclosing secrets is not radically changed if the rooms
contain traditional television sets.

In contrast, because the web facilitates monitoring the actions of specific users,
advertisers are no longer forced to pitch the merits of their wares to roughly-
clustered, faceless masses. Rather, by leveraging the hidden communications con-
tained in network request traffic, they are able to isolate specific users. They are

able to monitor these users as they traverse the web, developing deep and rich pro-



files of the user’s interests and behaviors. Leveraging this data they are able to
“target” users for “tailored” advertisements and determine if they have interacted
with the advertisement and made a purchase. Due to increased network speeds,
the proliferation of mobile devices, and plummeting costs of data storage, both the
volume of information ingested and the time it is retained are virtually limitless.
This new approach, called online behavioral advertising (OBA), is a fundamental
departure from all that came before it.

OBA has become such a dominant force on the web that wherever the web
goes, for-profit surveillance follows. Spheres of life which were previously far from
the commercial realm are now subject to an omnipresent surveillance apparatus
designed to monitor visits to one website in order to target an advertisement on
another. Social contexts with well-developed informational norms, such as those
related to medical issues, have been grossly violated by OBA. Users may be dis-
criminated against in the marketplace based on their web browsing histories. Most
troublesome, government spy agencies have been able to repurpose commercial
surveillance tools in order to conduct mass warrantless surveillance. Thus, while
advertisements are frequently viewed as tolerable annoyances, the techniques by
which they are delivered today ultimately have a fundamental impact on relation-
ships among citizens, corporations, and the state.

This dissertation explores the ways in which the recent emergence of OBA has

come into conflict with long-established and closely held societal norms. Rather



than a mere process for “tailoring” messages, OBA represents a profound shift in
the underlying balance of power within society. This power balance is embedded in
an information asymmetry which gives corporations and governments significantly
more knowledge of, and power over, citizens than vice-versa. Companies do not
provide the public with an accounting of their techniques or the scale at which they
operate.

In order to shed light on corporate behavior in the OBA sector, two new tools
were developed for this dissertation: webXray and policyXray. webXray is the
most powerful tool available for attributing the flow of user data on websites to the
companies which receive and process it. policyXray is the first, and currently only,
tool capable of auditing website privacy policies in order to evaluate disclosure of
data transfers to specific parties. Both tools are highly resource efficient, allowing
them to analyze millions of data flows and operate at a scale which is normally
reserved for the companies collecting data. In short, these tools rectify the existing
information asymmetry between the OBA industry and the public by leveraging
the tools of mass surveillance for socially-beneficial ends.

In the same way that inventing a telescope allows one to ask new questions of the
heavens, the development of these tools has facilitated the pursuit of understanding
the social impact of OBA in a way which would otherwise be impossible. The
research presented herein allows many specific existing social-normative concerns

to be explored using empirical data in a way which was not previously possible.



The impact of OBA on three main areas is investigated: regulatory norms, medical
privacy norms, and norms related to the utility of the press. These investigations
reveal that the problem of OBA is not mere invasive advertising, it is the erosion
of well-founded social norms.

The findings of this dissertation make it clear that current approaches to reg-
ulating OBA based on “notice and choice” have failed. Given the huge volume of
surveillance mechanisms on the web today it is technically infeasible for users to
be properly notified. Likewise, the underlying “choice” of OBA is to sacrifice core
social values in favor of increased profitability for primarily U.S.-based advertising
firms. Therefore, new regulatory approaches grounded in social norms must be pur-
sued. These approaches must be enforced using technological tools which monitor
the behavior of companies in the OBA space as rigorously and relentless as such
companies monitor users. It is time to turn the power of OBA against itself.

This chapter will first provide further background on OBA. Second, the extant
state of research will be briefly discussed with attention paid to current gaps in
understanding and methodology. Third, the technical underpinnings of OBA are
detailed in order that the significant methodological advancements used for this
dissertation may be contextualized. Finally, the chapter concludes with a preview

of the findings of several case studies.



Online Behavioral Advertising

For many people the cost of accessing the web is largely limited to purchasing
a computing device and paying for network access. Nearly unlimited volumes of
webpages are freely available without registration or payment due to the fact that
otherwise free content is largely subsidized by advertising. As noted above, the
provision of content in exchange for viewing advertisements is nothing new: the
practice is well-established in mass-media such as newspapers, magazines, radio,
and television. The key difference in the online space is that advertisements are
often not directed at mass audiences. Rather, advertisements are tailored to the
interests of specific individuals based on their behavior. This model is known as
online behavioral advertising (OBA) and represents a profoundly radical departure
from historically accepted commercial practices.

OBA is premised on the fact that showing users advertisements related to traits
inferred from online behavior (e.g. websites visited, topics “liked” on social media,
etc.) increases the likelihood a given user will choose to follow a web link to a
specific advertisement. For example, a user looking up information on infant nutri-
tion may be shown an advertisement for baby food, and a dog owner who “likes” a
veterinarian may see advertisements for flea collars. The goal of delivering adver-
tisements targeted in this way is rooted both in satisfying the needs of advertisers
and optimizing the use of advertising space by content providers.

The act of clicking on an advertisement is the core action by which money



changes hands in the OBA paradigm. In this “pay-per-click” (PPC) model, adver-
tisers only pay when a user engages directly with their advertisements.® On the
side of advertisers, a click means a user is choosing to learn more about a product,
thus generating a sales lead - this is often the only time an advertisers will pay for
the advertisement. In theory, this action is measurable and traceable in a way that
mass-media advertising is not, demonstrating the value of “ad-spend” to a client.
On the publisher side, there is a limited amount of space for advertisements on each
page, using an OBA approach, the advertisements on any given page are those most
suited for the specific visitor - thereby ensuring that a limited resource is used in
the most efficient way possible.

While OBA provides clear commercial benefits, such benefits come at a signif-
icant cost to personal privacy. In order to continually refine the effectiveness of
ad targeting, vast volumes of data are ingested by OBA companies so that they
can fine-tune their behavioral targeting. Large OBA companies such as Google,
Facebook, and Twitter process information on user interests gleaned from search
terms, private messages, and social media posts. However, there are many online
advertising companies who lack large product portfolios from which to gain insights
into user behavior. These companies often rely on monitoring the websites users
are visiting in order to gain behavioral insights, a technique also used by the major

companies mentioned above.

IThere is also a “pay by mille” (PPM) model by which advertisers pay for the number of people

who see an advertisement regardless of clicks, but it is less popular online.



Monitoring the pages users visit is often accomplished by inserting computer
code into web pages which allows users to be “tracked” as they traverse the web.
This process is called “third-party web tracking” and is reliant on a number of
features of web pages which were developed for increased functionality, but have
since been re-appropriated in service of the surveillance of user habits. Publishers
may be paid to place such code on websites, use it for free audience metrics (e.g.
Google Analytics), or to add social media sharing functionality. Regardless of the
motivation, when users load a given website they are often interacting with many
unseen parties.

The broader societal impacts of OBA are not yet understood and there is an ex-
tensive academic literature which address issues of privacy broadly, and on the web
specifically. Due to a variety of unsettled policy questions regarding the practices

involved in OBA, the literature is often directly engaged with public debates.

Extant Literature

There are two main schools of research on privacy and online behavioral advertising
(OBA). The first school draws primarily from the social sciences and is rooted in
normative evaluations of the legal and ethical impacts of OBA along with docu-
mentation of how the practice is viewed by the public. The second school is rooted
in computer science and is most focused on documenting the evolving mechanisms

employed in OBA and how widespread such mechanisms are. While there is ob-



vious thematic overlap between the two schools, methodological boundaries have
prevented deeper integration between social-normative and technical approaches.

Within the social sciences, there are a number of influential theories regarding
the role of privacy in normatively-defined contexts (Nissenbaum, 2004; Turow and
Hennessy, 2007; Nissenbaum, 2010), democratic contexts (Westin, 1967, 2003), and
legal contexts (Solove, 2006, 2012). Ample survey research has shown privacy con-
cerns are not limited to social theorists: it is now well established that online privacy
represents an area of significant and sustained concern for the public (Ackerman
et al., 1999; Turow, 2003; Acquisti and Gross, 2006; Turow et al., 2009; Hoofnagle
et al., 2012; Madden et al., 2012; Fox and Duggan, 2013; Turow et al., 2014; Mad-
den, 2014). Furthermore, there is a large body of social science literature which has
documented the endemic failure of so-called “privacy policies” to inform the public
of the extent and nature of data collection techniques used in online behavioral
advertising (Graber et al., 2002; Blanke, 2006; Milne et al., 2006; McDonald and
Cranor, 2008; Barocas and Nissenbaum, 2009; McDonald et al., 2009; Solove, 2012;
Barocas and Nissenbaum, 2014; Reidenberg et al., 2014). Overall, this literature
identifies normative issues, documents these issues are recognized by the public,
and reveals how extant policy and governance mechanisms fail to meet normative
goals.

Within the computer science literature, focus has been given to the technical

means by which user data is transferred to third parties and sustained research has
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documented the programming techniques by which users’ computers may be ma-
nipulated into facilitating “tracking” within and between browsing sessions (Felten
and Schneider, 2000; Jackson et al., 2006; Eckersley, 2010; Jang et al., 2010; Yen
et al., 2012; Acar et al., 2013). A related strand of research has conducted censuses
to determine how widespread such techniques are across the web (Krishnamurthy
and Wills, 2006, 2009; Krishnamurthy et al., 2011; Roesner et al., 2012; Mayer and
Mitchell, 2012; Castelluccia et al., 2013; Acar et al., 2013; Libert, 2015a). While
the census literature frequently includes sub-analysis of sector-specific populations
of web pages, there are relatively few studies which place significant emphasis on
any particular socially-defined context.

While both approaches detailed above have produced a wealth of valuable find-
ings, there remains scant accounting of the actual reach, impact, and policies of the
actors collecting the bulk of user data in the OBA space. The companies which
collect the vast volumes of data used for OBA know the deepest secrets of billions
of users, but extant research approaches have insufficiently linked the normative
dimensions of privacy values to the observed practices of specific companies. This
situation has generated an information asymmetry by which companies know vastly
more about the behavior of individuals than these individuals knows about the com-
panies’ behavior. Likewise, regulators and advocates acting on behalf of the public
lack the data and computational resources enjoyed by companies in the OBA sector.

The only means to bridge the gap in literature and resolve the information

11



asymmetry between the public and the OBA industry is to employ methods which
allow for grounding technical discovery within well-defined social-normative con-
texts. Such an approach facilitates linking the observed activities of companies in
the OBA sector with the underlying social values which they potentially violate.
Given the truly staggering reach of OBA, successful methods must also operate at
a scale which is capable of fully documenting the behavior of billion-dollar data
harvesting operations. As noted above, one of the primary contributions of this dis-
sertation is the development of new tools which equalize the information differential

between the public and the OBA industry, allowing new questions to be asked.

Methods: webXray and policyXray

Beyond the material contained in this text, an underlying contribution of this disser-
tation is the development of two new software tools. The first, webXray, facilitates
massive-scale monitoring of data flows on the web and linking such flows to the com-
panies which harvest user data. The second tool, policyXray, builds on webXray
to provide automated auditing of privacy policies to determine if discovered data
flows are appropriately disclosed to users. Prior to detailing the approaches used by
these tools, it is necessary to briefly detail the technical mechanisms which power
the online behavioral advertising (OBA) process.

A real-world example is the best way to understand how user information is

leaked to third-parties on a typical web page. When a user searches online for “HIV”
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one of the top results is for the U.S. Centers for Disease Control and Prevention
(CDC) page with the address “http://www.cdc.gov/hiv/”2. Clicking on this result
initiates what is known as a “first-party” Hypertext Transfer Protocol (HTTP)
request to the CDC webserver (Figure 1.1). A portion of such a request is as

follows:

GET /hiv/
Host: www.cdc.gov

User-Agent: Mozilla/5.0 (Macintosh...

This request is sent to the CDC webserver (“Host: www.cdc.gov”) and is an
instruction to return (“GET”) the page with the address “/hiv/”. This request also
includes “User-Agent” information which tells the server what kind of browser and
computer the user has. In this case, the user employs the Mozilla Firefox browser on
a Macintosh computer. Such information is helpful when loading specially optimized
pages for smartphones among other tasks.

Once this request has been made, the CDC webserver sends the user an HTML
file. This file contains the text of the page as well as a set of instructions that tells
the web browser how to download and style additional elements such as images. In

order to get the CDC logo, the following HTTP request is made:

GET /TemplatePackage/images/cdcHeaderLogo.gif

2Note that findings in this section are current as of April, 2014 and the page has subsequently

changed.
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1) User initiates request to download 2) Web page initiates request to

web page from CDC Server download CDC logo from CDC Server
UDcC DcC
FI rSt- Party CENTERS FOR CENTERS FOR
Requests onro. GonTROL
(Green)
PAGE
- IMAGE
Third-Party
Requests
(Red)

3) Web page initiates request to 4) Web page initiates request to
download share button from Facebook download Javascript from Google

Figure 1.1: First- and Third-Party Requests on the CDC Web Page for HIV/AIDS
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Host: www.cdc.gov
User-Agent: Mozilla/5.0 (Macintosh...

Referer: http://www.cdc.gov/hiv/

This request introduces a new piece of information called the “Referer” (a word
which is misspelled in the original technical document and is in continuing use).
The “Referer” contains the address of the page the user is currently viewing. The
CDC web server may keep records of all HT'TP requests in order to determine what
pages and content are being requested most often.

Because the “Host” for both requests is identical (www.cdc.gov), the user is only
interacting with a single party and such requests are called “first-party requests”.
The only two parties who know that the user is looking up information about
HIV are the user and the CDC. However, the HTML file also contains code which
makes requests to outside parties. These types of “third-party requests” typically
download “third-party elements” such as images and Javascript.®> This process
happens in the background without user input, and the term “invisible web” is
sometimes used to describe it.

On the CDC’s HIV page, third-party requests are made to the servers of Face-
book, Pinterest, Twitter, and Google. In the case of the first three companies,

the requested elements are all social media buttons which allow for the sharing of

3 Javascript is a programing language which, among other things, may be used to write programs

which run inside a user’s web browser.
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content via the “Recommend”, “T'weet”, or “Pin It” icons. It is unlikely that many
users would understand that the presence of these buttons indicates that their data
is sent to these companies. In contrast, the Google elements on the page are en-
tirely invisible and there is no Google logo present. One of these requests is sent to

Google’s Analytics service to download a file containing Javascript code:

GET /ga.js
Host: www.google-analytics.com
User-Agent: Mozilla/5.0 (Macintosh...

Referer: http://www.cdc.gov/hiv/

Again, the “Referer” field reveals that the user is visiting a page about HIV.
By pairing information about the User-Agent, Referer, and user’s IP address, it
is possible for companies like Google and Facebook to identify people who are
concerned with HIV (Yen et al., 2012). In all likelihood those visiting this page are
unaware of this fact, and would not be happy to find out their personal data had
been transferred without their consent.

Companies which are able to insert their elements into a given page may build
behavioral profiles of users, thus a main goal of online advertisers is to get their
elements on as many pages as possible. In many cases, advertisers pay to have their
elements put on the page via revenue sharing arrangements, and this the dominant
model in the publishing industry (Turow, 2012). Another way to get elements onto
a page is to provide “free” services to web masters such as traffic analytics and social
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media sharing buttons, as in the case in the CDC example. This is how Google,
Facebook, and Twitter are able to amass huge volumes of information about users’
habits once they leave their respective platforms and venture out onto the larger
web - even on sites which do not rely on advertising revenue.

While many of the major OBA companies provide public accounting of their
profits, and in some cases government requests for data, none of them provide any
means to get a list of all the web pages from which they collect users’ behavioral
data. They provide virtually no public disclosure of the degree to which they collect
data in sensitive contexts, and if they do, how it is treated. They provide limited
means, at best, for users to discover tracking is taking place on the pages they are
currently viewing. The structural disadvantages which allow companies to construct
behavioral profiles of users while masking their own activities are rooted in the
technical processes described above. Revealing these processes requires independent
auditing of data flows.

webXray is a software platform developed to audit flows of user data on the web
and to attribute such flows to the companies which collect user data. webXray is
the most powerful tool of its kind and is capable of collecting data on a mass scale.
Deployment of webXray has two primary components: choosing a population of web
pages to analyze, and capturing data flows on such web pages in order to attribute
web tracking behavior to the companies which practice it.

The studies contained herein use several methods for establishing relevant pop-
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ulations of pages. In some cases, it is possible to model the pages a user would visit
by utilizing search engines to produce pages related to specific terms, such as the
name of a given disease. In other cases, lists of popular pages in a given category,
such as newspapers, may be harvested. Finally, in cases where broad trends are of
interest, popular site lists may be used to establish base-line populations.

Once a page population has been defined, the list of pages may be processed by
webXray. The program uses a “headless” web browser (meaning it has no graphical
user interface) to load pages, execute Javascript, set cookies, and record all network
requests made for both first- and third-party elements. Once such data is gathered
for each page, a database is constructed which contains all of the domains to which
a user visiting the pages in the population would transmit data. An examination
of these domains allows all requested elements to be classified as either first- or
third-party, and reveals the underlying technical contours of data flows.

The collection of raw traffic data alone does not reveal the companies which re-
ceive user data, and by extension, the larger social forces at play. While it is possible
to programmatically detect requests to third-party domains, it is not always clear
who the requested domains belong to. However, by examining domain registration
records, it is possible to pair seemingly-obscure domain names (e.g. “2mdn.net”,
“fbedn.net”) with their corporate owners (e.g. Google, Facebook). Over several
years, webXray has incorporated an extensive library which links hundreds of do-

mains to over 180 companies. By linking the domains which receive user data to
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their corporate parents, it is possible to use network traffic as a means to reveal
and interrogate the social relationships between users and companies. Quite often
users are unaware of these relationships.

As noted above, the technical features of websites make it very difficult for users
to know if, and when, their data is being transferred to third parties. webXray can
reveal such connections, providing the basis for further inquiry. One type of such
inquiry is determining if the privacy policy of a given page fully discloses the data
flows to which users are subjected. This type of analysis has not been done before
and policyXray is designed to accomplish this task.

When webXray loads a page it attempts to find a link to the site’s privacy
policy. Once webXray analysis is completed, policyXray may follow the link in
order to extract the policy text. Once the policy is extracted, the names of the
companies found in the webXray analysis are searched for in the policy text in order
to determine if they are disclosed. In this way, it may be empirically determined
at significant scale if users have reasonable means of being informed of their loss of
their privacy, thus providing a comprehensive view of social, technical, and policy

implications of data flows which drive the focus of this dissertation.

Structure and Chapters

This dissertation contains a review of the existing literature in privacy and online

behavioral advertising, an extensive methods section, and three case studies. Each
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of the case studies in grounded in specific social-normative contexts which provide
a basis from which to both frame and explore technical findings.

The literature review chapter discusses larger theoretical approaches within the
privacy studies field and then focuses on several broad areas of research: surveys
which document public opinion towards privacy issues, qualitative work which sheds
light on industry motivations, technical research which documents the methods and
extent of online tracking mechanisms, and policy-oriented research. These branches
of research all shed light on various aspects of the online behavioral advertising
(OBA) phenomena from a range of methodological and theoretical viewpoints. The
underlying contribution of this dissertation is highlighted by examining how extant
social-normative, technical, and policy research issues have been addressed in a
fractured, rather than holistic, means.

The methods chapter goes into great detail as to the novel and innovative de-
sign considerations taken with building socially-grounded populations of webpages,
webXray, and policyXray. In regards to the page populations, several techniques
are discussed which move the studies in this volume beyond the extant approach of
looking at topic-related hubs to generating rich and expansive populations of web
pages which reflect the complexity and nuance of social life online. The underlying
architecture of webXray is discussed in-depth, along with coverage of how webXray’s
approach to focusing on attribution of data flows to specific corporations represents

a significant advancement over existing methodology. Furthermore, the flexibility
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of webXray’s design is used to highlight how additional data sources related to mal-
ware analyses may be used. Finally, the methods used by policyXray to audit the
disclosure of data flows, heretofore unattempted in the literature, are detailed.

The first case study, On the Impossibility of Accepting the Unknown: A Web-
Scale Analysis of the Failure of Notice and Choice, traces the history of the Fair
Information Practice Principles (FIPPs) to present day and provides the largest
analysis to date of privacy policies online. The FIPPs are a set of normative prin-
ciples originally conceived in 1973 which set out a basis from which to apply a
rights-based approach to the governance of automated systems which process data
on individuals. These principles expanded over time and have had profound impact
on regulation around the globe. However, the online behavioral advertising indus-
try has co-opted and weakened the FIPPs in order to construct a self-regulatory
regime which fails to meet the original normative goals of the principles. The nature
of the self-regulatory approach is a subject of significant controversy in academic
literature, regulatory practice, and the public dialogue.

With this background and histo